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(54) ELECTRONIC EQUIPMENT HAVING RELAY FUNCTION FOR RADIO DATA COMMUNICATION 

(57) Abstract: S- ^ » S: 

PROBLEM TO BE SOLVED: To realize various 
communication service functions by an operation for ; 
changing-over communication services tlirough the use of 
the enciphering function of a radio communication packet. 
SOLUTION: An access point is provided with a function for 
checking existence of application of an enciphering function 
* (WEP) at every radio communication packet and deciding the 
packet communication service based on the application state. 
The access point is provided with a wireless LAN packet 
processing part 23 including a function for checking presence 
of application of WEP in a reception packet from a radio 
terminal. 
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fi-r§XT-y:/i:, 
■y^t. 

mII3!|«iJ8iJXx >y :/©*iJgiJ!^*tca^V^T, MIBBg^fb^i 
tli:LTli^L, Bul3Bt^{LafilAM ^ n/c^ ^'b- -y h 

©^^icam^caMJaa^iifT-rsxx'y ytfs^^a 

l3Sfg*SBi:©P^T'ft|ijgr-^aM04'^titg*tB^ft 

{i-r-57.x>y:/i;. 

m(l3§fflXx<y :/fc i OSfi^nfcMy <y hlcijft^gafS 

BulSW^UXx «y y<D!pJgiJ^Sti:a^v^T, MIBBg^mSI 

t^A^'#3iffl<0>'^'>--y hOtf^tctiWi^L ANtSS^b/c 

«?«if§{c ® ffl 1" affijasT? a t 1/ ^ T . 
mm^^mmt'^mm-^En^^^'ry h#{uox-^?:s 

{i-rSXx-yT"^, 

m<D«gmmmtimm ^ nxu^ s *^sA^«r¥ijsij-r s xx 

•y^i:, 

Buta^iJgijXx <y :/<DipJgiJi^m*W{l:ffll«l*^lf iSfflT'fe 

^ty^^tcfia^/^'y-y hoaffl^i^wu ^-nj-xn© 
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mmmmf- ^ ^mmm z (Dmm^m^mm-r ^ct^ 

[000 1] 

[0002] 

[tJe*OKt®] jfi¥> I E E E 8 0 2 . 11 ic 

LAN m^^ixm tt^mwi^-yvu--^ (ommmm so 

$nTV>?.o C<D1S»*7 h^-^li, 

h (access point. JJiT A P tlf 

/u;i/tffiBii^ (PDA) mcm^t^o A Pit. 

[0 0 0 3] T^-feT-'l^-Ohti. ESS ID (extend 

ed service set identity) tf^^W^(07 ^-tXyfi-^ 

x^i^-ry hA^asi-rsE s s 1 TtmmLx. maor 

tSo 50 
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[0 0 0 4] i:i:?)T% IEEE802. 1 1 iciSSS 
«SL ANM1gtD:f/>'Hy|itgi:LT, WEP (wired 
equivalent privacy) t^-iiH^f—itf^^'yV iMWi 

E pmm^mmr^m'^Kii. e s s i Di:wE p(dis 
^t^mmc-^-r^^oicm^r^ctK^*). mm 

[0 0 0 5] g-rsic, 7^'tx:i'.^yht>'^wEpmm 

T-sntJ, M«*twEP(7)#jgfflmiT$)?.<ii:*< 
^*$n§o fit, z^-tT.vi^-i'yhtcwEPjifflmi 
A^^^^nrv^s^^T-t,, wEPg^iifflfo^^^T'. Sft 
t (Dmrn^mn-r^mm^m^tc 7 ^ -b x jj^-c 

[0 0 0 6] 

y ^,p^©^iifil{f^c^3^t5x-^?o■^r+a';•r^' (^h 
#{i:j;?)^g(D[H]5SitSil) ^ia46^c ^SL 
ANcD-tr^Fa'JX'rtiaS'e^?)fc:46, WEP^SfflL 
fc7i'-tXjKl'>h®jIffl*^-i$6^T-*5o L*^L-7a 

-eX(DfllSt^V\ 
[0 0 0 7] StoT, WEPOjifflSfclil^iifflfDt/^-r 

tKommmm^^'r b o s 3 c i: *^T-t 5 7 ^ -trx 

WE POigfflS/ctil^jiffltjSUT, IggC-t^a Ux 

-c*5S«L/ciiffl-9— exi:, ^oT'*i>afe-9— ex 
1 5r^^;^ rmmxi 5 j; 9 *7 -t X3j<-r > h amm 

[0 0 0 8] ^uT% *i8Hj^©@m, mmmm^^'r-y 

Lfc31ffl-t»--trxi:. ^^-e^v^ffi^i■9--t^Xi:^r«^ 
X-TMST'tS J; 9 ^^«=S:affi■9--^^Xilflg%||^l■r 
?» C t lc355o 
[0 0 0 9] 

[ss^«9ii-r?.fci6£D^i§] ^m^(omj^ii. mmm 
«y^^-;/h«tc, Bg^fttiti (^jAti'wEP) (ommio 

V^T/^-lr-y h(Djiffl-9--tfX^:^^T-tS«iHg^<i^fc 

[0 0 10] *«?isst±^ mwmmmm 



(4) 

5 

[0 0 1 1] c(D^^rj:m^T&m. ^mmm<D'M 

[0 0 12] 10 

[0 0 13] ('yxy'hcomm m 1 ismsfijg^.ic 
M-r57i'-b;^/j<t'>'ho->xxAi o<D«^^/T^-r:?" 

LAN. '<y'^-^'yVh(D^—^mm(D^Wmit^^ 

[0 0 14] SncijV^T. CPU 1 Hts 1 3 

^LANO^'M^^&^ig-ri.o CPUl 
ni> »i^LAN:3ybP-v 1 4. ^^LAN (fi^J;^ 

T M mwmmM^^- F) 3 h a-^ 1 6 mmt 

[0 0 15] /^XT^'J-J/v^l 2 a. CPUl 1 (OmW, 
t. imLAN=iyht!-y I 4, W^LANrnyhD 
— V 1 5. ATMny hP — ^ 1 ecD^n^noJl^l 30 

If. -'^X:?"U-yi;i 2tt. CPU/^X. jt^U/'^X. s 

o^^n^hn-v 1 4, 15. I eicmu-^ntzm^ii 
[0 0 1 6] ^t'j 1 3t±. c p u 1 1 (Dmi'^^umt 

^ya^'^AWWc. ^.^SL ANny hD-v 1 4. W 
i^L ANHV ho-v 1 5. ATM3>hP-^16© 

[0 0 17] Mi^L ANn>'hP-7 1 4(±. fi?iJA«'I 

E E E 8 0 2. 1 1 hmmcmmLrc^cox&o. mm 
L A NiK- htc^ggc^n^M^ffi* 1 0 0 t(Dmm7'- 
^mm^mmt^o sssgss^i oot±. mmmmwtm^ 

1 5{i. Wi^L AN.-K-h(D3iff^rBat, :ty -{ 

x-^fjHi*Waf 5o ATMny hP-7 1 6ti, A 
TMJl^-KDiHi^maU mXlS-O^-^yhtO^ 50 
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[0 0 18] ivy V'^jLTmrn) mz^pmL 

[0 0 19] *'>X-rAl±. L ANfflSi/XxAi:. WA 

N (wide area network) i]'>XxAi:lc:;^giJ$n5o 
LANi!|->XxAOV7 h-i/xTilLTti. U ->*5Q. 
apP2 U MAC (media access control) TKU:^© 
mf—fflZZ. ^^LAN (WLAN) /^y>y hjffla 
g|52 3. MJSLAN F7-r^';2 4, WI^L A N H^-l'^^ 
2 5. IP (internet protocol) f&SSI^Z 6. RD'n. 
-• tfSE5!iagP2 7T'S5o 
[0 0 2 0] ■yv'il!!.agP2 1 WLAN.'^^-y F 
Saagi52 S^MSUTMl^L AN K7-l'/^2 4. WiRiL 
AN H^'T/^ 2 5. I P mass 2 eO^n^tKOKT'ii 

M^^'^r-v h©^)M5!ia^»-r?>o ^fc. :ru>yv'saa 

g|52 n±. MAC7FU7.Wa-r-:/;I/2 2^7^-fe7, 

L> M A c 7 F ixX tmm^-- F oM^#^^ If il^S 

a-r?>o MAC7Fuxgax-::^;U2 2{i. jifs/^'^ 

«y FtDM A C 7 F U'T. (2l{i7ti:^5t) ^'^Mt^fcib 

oRtf jififfl$4S**^^i^^nTi^5afi>i^- h ^jgs 

[0 0 2 1] WL AN-'^y-y F50.agP2 3ti. ^i^L A 
N F^-r^^Z 4A^gmLfcji{g^-^':r'y F (^^L AN^-^ 
-ir-yh) ©Bt^ibfilflfe (WEP) ©jifflXli^^jiffl^f" 

x-y^-rsa^^w-r^ (^tai•r5) o src, wlan 

/^>r .y h JaSgP 2 3li. M A C 7 F U;^©^^-:/;!/ 2 
[0 0 2 2] M^L AN F^1'>'^2 4{i. ^.IS*^* 1 0 

0 tcomm'f—^mm^mmt^. mulan f^-i"/^ 
2 4i±. s^mmm (wep) ©jifflA^^^nfcjifg/^ 

-^•y FOBg^{kx-^*M^{t:-r?.^^^W-r§o 
LAN F^1'M2 5{±. =&i8^LAN^:n-LTgfSc-r54iS 

[0 0 2 3] IP (internet protocol) ^agP2 6 
ti. yVyiy^m^Z 1 i:WANiIiJ->XxA2 8i:(DK 
TM PA-^r-y hcDlHjMMa^^fW^o ^fc. I PSaa 

gi52 6ii. sisv'Xta mm) s^icfijosTenT 

aa5 2 7-^. fti(7)jlffiyp F3;WffllJaag|5tc/-?y'y F 

i£ia«sit»-rsiti^#t-5o ^— tr^iiEjaagP2 7 
1 P5aagi52 6 tmrnLx. mm^^ 1 0 oa^ssr 

-rsKE^taa^^Uff-rso 

[0 0 2 4] WAN{|1|>'7.tA2 8i:LTtt. 0iJAff P 
PP (point to point protocol) F'7'f''''5 2 9. RF 
C (request for comments) 1 483 FV'f''^30. S 

t>*ATMF7'fA3 i^WU f y^f-^-y NlcSSib 
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Tl/>-5o PPP K^'f/'^Z 9{i> ATMK^^'>''53 1 ^ 

m^Lr^mLTz-^-^^tcomm^um^o r f c i 

4 8 3 F7't'>'^3 Oli. P P P F^-r.'^Z 9 ATM 

3 Hi, ATMn^bD-v 1 6>&$iJffllU 'O'^'-^ 

[002 5] mm^ ^"r y Y (Dmm^m^m) t^Ti t 

[0 0 2 6] lR)IISgmiT{i> 1 0 0«, 7*7 

jIM/^-^'V h4 Ofi, :^giJLTMAC7HUX*if 

*^f2®5n5'N>y^fg|5 4 1 i:. ■r-^'^i'P- Ka5 4 2 

{JIEEE8 0 2. 1 HC j;?)^^L A N^*S<D:t:/-> 
3y^ftgi:LT^g^?nfcWE P (wired equivalent p 
rivacy) ^ei^SSfSo ilff^^'ir^ b 4 Oti, WE P 20 

4 ni:$fn?>wEP7^i^4 1 o^rwr^o fip-fe, w 

EPilt6*^)iffl«nT, x-^'-?-rD-Kg|5 4 ZO-r- 



^fjb'^Bi^fkx-^cD^-alcli, WE P:7^^' 4 1 OA^:^- 

(iia rij ) tc-fe-y h^tiSo *rc, wep^iai*^ 

a roj ) T-£5o 

[0 0 2 7] m^^% \ 0 0i:7^-feX5p-Yybt<OM 

i§jimi±> iRSisssi oo(oafflv7h'5x7A^iai/j-r 

5^i:lc<}:»?fiiiZ-r^o ISi^LAN F^'T/^Z 4ti. |« 30 
Igii* 1 ^ Qii^hWm^r^tcm(%>^^ V F^§<sf^ 

i:, wLAN/^-^-'v hiaagpz 3t?itii-ro wlan 

{g/^'^r-y htliWE PtitfeA^)iffl^nTI/^5A>S*^^¥'J 
SlJ-rS (Xx«vys 1) o EP%. flffiiLfciat, WL 

hW'^Tv Fsaaspz 3{i, '\-y^gi54 1 tii^snsw 

EP-77^4 1 0C»;i-y/*7l^ffi^5^x>y ^'■rSCli: 
cfc t) . W E P affitDiifflXliif iSffl^wsiJ-r 
[0 0 2 8] WLANz-^y-yh^aagUZSa, W^ilS^ 
lc<tt)WEPS^A<IN3SfflOii{l/'?';r<y h(D^^lCti, 40 
MACTKbXlfaf— 7;l/2 2^#R§b, jlfi>'^^-y 
F ©l/ajtM A C 7 F lxX*^WiSI L A N 4?- F tcS^^ tl 
/i/- F(D7 Fb^t-^St-rSA^SA^^W^-r?. (Xx 
•y^S ICONO. S2) o EP-fe, 'M^'^^-J V<r>Uft 

i)\ wi^ L A N Ji^- F ©5tic#at-s*^§*^*¥"j^-r 

N4<- FtcJgiBtSnfc L A N y- F-eti^v^^^feti, 
JfB^tl P7FbXCD¥iJ^Jaaic^tT-rS (Xx-y:/S2 
©NO. S 3) o 

[0 0 2 9] WLAN^^'>--yF«iaai52 3{i, iim^^'^- 50 
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<yF0[)?*S5tI P7FPXft^ S^->XxA (ISg) e# 
tcSiJf3^Te>tlTV^?) I P7FU'X-e$.?)*^S*^^^J^ 
-r-So C©W^i|SmicJ;Oii€/^';r-y FO^Jtl P7F 
l/7.A^fiJ0^Te.nTV^*V^^^tc«, WL AN/^-^-y 

FjaagP2 3{4> mm.mm^^'ryh (sm/-?y-yF) 

NO, S 4) „ 

[0 0 3 0] -15. WL AN>'^y-y FS!iaa52 3tt, S 

mLTcmm^'^'r'y ficwe piitiA'«3iffl^nTi>stf^ 

fct±, ^Kiifi^^'Ir-y F i^m^^'ryV) ^rVyi^m 
agP2 iicS-r (Xx'y^s 1 (DYE s, S5)oC:c: 

T% ji^/^y^y FOHg^ftx-^ (4 2) ^SSILA 
N F'7'i'/^2 4tcJ;t)7t;©r-^ftca^{b^n?)o BP 
■6, WEPa^ti, /^-^r^y FtDx-^'*Hi^{bLT, 

i:7^-bX4?'ryF K<DS8iSiafi(c Jjtt 5 r- ^ 
O-t^^iUx-^- (^H#{c:<i;5^§(D[5]5g^fi6) ^:]gi6 
^CtT&^o **5, ^^^Jb^P), *SSL AN F7'f>'^ 

2 4ttWE pmm<ommmm<D^^mnt^iiifr\ 

saa^iifT-r?>iii:t±*»'^o 
[00 3 1] mmmBm-^it. 'yi^mmsaz i a, 

MAC7FUXSar-:/;l'2 2^#Hp^b, wep^^ 
*W 2 n/cji^-' -y F co^^feM A C 7 F UX*\ W 

A N4<- Ftcg3e!$nrc5feic#&bTv^n(i\ 

^^ffc^MJi^-'^'^ -y F L A N 5}<- F tesi-r So 
S-rStc, WE Piltg*^3gffl?nfcjlfi/^'!r-y F<D?^ 
WSSLANjJ^-Fli:KjM-r-i)Ci;*":iTRl^nSo 
[0 0 3 2] Sfc, WL AN/^-y-y Fi[iag|52 3{i. S 

{sL/cjifS/^'^>y FiciiWE pmmmm^<Dm^v 

ja^feMA C7FUXA^ ^ML ANiJ^-FlC^gic^ 

•y F) ^>^U •y->'5aagi52 1 »cjg-r (Xx-y /S 20Y 
ES. S 5) o ?P>IC. WL AN-'^'^r-y F5aagP2 3 
{i. SiSLfciliBv^'ir-y FlcliWE PlItlA^^jifflO^ 
^T-t, ^^fe I P 7 K bXA^fiJ t) P-n/t I_ P 7 F b 
X{C-&SnTV>n{f, SK»-^'^-yF (Sfe/^-^r^y 
F) «r:r'J •y->*iaaa52 l IcjSf (X-r>yys 3<0Y E 
S. S 5) „ 

[0 0 3 3] i-x±^-rsiciBiiifig}^ffiic j;n{f, mm^ 

* 1 0 0A^e.j^M^nfcji«/^'>--y F<DWE PjifflXfi 
5RjiffltC)£UT, WLAN/^-ir-y FMaSPZ 3St>*:/U 
•yi^*«aag|52 1U:J;0, S^^/^-y-y F^DjlftMS* 
^M;^i)Ci:7t)^T'tSo ^ttWlcii. W E P tiflgA-^jiffl 
;jnitaffiA'5r>y Flcov^Tti, ^l^L AN4<-Flcj$ 

M^tifc^isaLANiiiiiEiMu nmmo^m^Kitwmt 

$tMAC7FUXO^x«y^'<0*T, W*lLAN.1?-F 

tcgil^n/iWiSlL ANtclgSI-rSCilA^T'tSo * 
/i. IB5tI P7FUX<Df-i>y^©*iT% ^KJlM-'^y 
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[0 0 3 4] tjitoT, viEpmm(Dmmxit$mmic^ 

[00 3 5] (^JBfJ>J 1 ) 0 5 tt. [H)||M^^©^)K^J 

>y h co^^tctt^ I P 2 6 LT3.— tf 

[0 0 3 6] WLAN/^-y-y hMagPZ 3tt. @5tC7r: 
•ti:o\c. §m t fcfflfi^ -y h ti W E P imA^Sffl 
5nTl>5A^SA^^M3'J-rS iX^y^S 1 0) o 
i^StCiOWE Pafll*^^^jiffl©iiM^^':r«y KD«^lC 

{i. aMa{t^-^':r-> hATOffl^'?'y-y hT'feSA^S*^;!: 
fiJ^-r?> (X-r-y^S 1 OCONO, S 1 1) o ^(OWS 20 

^i) (T^T^yS 1 1 <DNO. S 1 2) o 
[0 0 3 7]-:??, WL AN/^-y-y hJaSgPZ 3«. S 

ffiLfc»^'y<y hlCWE P«ig*^)iffl$nTV^?)^^ 
(c{±. ^Mfl^-^y-yh (g^i^-^y-yh) ^T^U-y-^'Sa 
ag|52 Hcii-r (Xr-y^S 1 OOYE S. S 1 3) o 
CCr\ WL AN/^y-y b4n,agP2 3a. gfib/tjifg 

/•^y-y htctiwE PiiHE*\"^p)ifflo^^T-t, mmm^^ 30 
^•/Vyi^mm^z iicmt 1 i©ye 

S. S 1 3) o 

[0 0 3 8] 7U<y>'Mffla52 1{±. MAC7FlxXff 

2 2 w E p iiti*'3iffl ntzmm 

A^yh(D^9tMAC7VU7,ti\ L A N ^"K- h IC 

•y h^Wi^L ANJ^;-^^clE3M■r^o s-r?)t. wep 

fflfil/j^jiffl^nfcjifi/^y-y h©*3b^ WHLANsi?- 
[0 0 3 9] -73, yiymm^2 1 WE P^tl 

— »fEBiJaasP2 7{±, I PMsspz 6A^e.jfi$ti?.^ 
mm^^'ry htciD, Sft^iffi* 1 0 o*^g*-r«igsE«i 

a^ntT-r-So ^-r^ic. wEPiitgA^if@ffl<Dti^T' 
fe, ooA«-r^^.iiEsasfcoi/^Tti^^ 

[004 0] (^jBg9 2 ) 0 6 « . mnmBmMJ^m 
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LAN icj^Hi^ tiTv^s y^^n^yr-ffKDi: 9 
<owE pojifflxti^pjifflT-mu-rsffiM+J— tTT-iiJi 

[00 4 1] WLAN/^y-y hJQ.agl52 3(i. 061C^ 

^nrv^^ji^sjb^^rwsij-rs ixj-^ys 2 0) » 

*S^tcJ;t)»-^'^>y hlcWEP^BlA'^jfiffl^nrv^?, 
^^ic t±, a^iifi^ >y h ^ ^ U >y i^MSP 2 UciS 

r (xr>y:/s 2 o©YE s, s 2 3) o >y s^Jas 

^2 Hi. MA CTKUXWSx-y^l'Z 2^#I1L, 
WE P«lHg*^jiffl^nfcii{i/^y-y h©^$feM A C7 K 
UX*^ AN^^-hlcigi^^n/ciJfelC^faLTV^ 
n^f > Sft^ff tc ^Kilffl^ ^"r >y h L A N jH- Mc 
igjM-r?>o iintcj;0. WE PHtlA^jgfflLfeiife^^-^ 

■y h ^mm Lrzmm^^(o=L-^ii. l a n ^mm. 

[0 0 4 2] -ys. WL AN/^-ir-y hJ!iaaP2 3tt, 

^mmc ct w E p -y h <om-^ 

-'^'^•y h(D|B5tMAC7KU7,*^W^LAN^-Hi:g^ 

m-^ntc/- K©7 Kuxtc^a-r^A^s*>;i:iij^-r5 

(Xx>y:/S 2 OtONO. S 2 1) o ilO^iJ^i^StcJ; 
0 a{B'' ^'^r <y h (D^m^^m L A N h tCiiiBi^ tlfc 
y-K©^^lCt±, WL AN/^-y-y hSaagi52 3 {±. S 

iSji«^'«'^-y h^fiS«-r5iaa=&*tT-rs (xr>y:/s 

2 1 CDY E S, S 2 2) o 

[0 0 4 3] CCX\ jlfS/^y-y P7 KUX 

P7Kb7>T'fe5Ji^t, WL AN^^-^- -y hilLaa? 2 3 
li, SiSSff/^'ir-y h^y; -y C/'ifflilgPZ 1 imto I 
P5!iagP2 6(±. :/U-yi>Maa52 lA^P)ATMHV'r 

A3 i^e^UT. -r>^'-*'y btcgi^^nrciajfey 
- H {c s^jiff / 'y h -r mm^m'nt s (x 

x-yyS21iDN0. S24©YES)o 

[0 0 4 4] mt^ic^mmmr-it. mm^^^-y how 

E POjifflXfilfjgffll-lSCT. W?§L ANlClg«r?n 
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